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1. Introduction
With CipherLab’s Android Deployment Configurator (ADC) it is very easy and convenient to create

settings for CipherLab mobile devices. Customers can use CipherLab’s Wireless Mobile Deployment
System (WMDS) to deploy ADC settings to mobile devices. However, customers having a 3™ party
Mobile Device Management system such as SOTI MobiControl may want to use the MDM to deploy the
ADC settings.

2. Solution
ADC settings can be deployed with any 3™ party MDM that supports transferring files to the mobile
device and allows to execute Android intents on the device. To do so:

Copy Autolnstallation.json, AutoRun.json, BarcodeReader.json, ButtonAssignment.json,
CellularData.json, Description.json, FileTransfer.json, SystemSetting.json, WiFi.json,
WirelessManager.json to the ADC Settings Folder: ”Internal storage/ADC/Settings/”

Copy ReaderSettings.json, Autolmport_AppLock.json, TE_settings.json to the ADC File Folder:”Internal
storage/ADC/File/”

Run two broadcast intents:

sw.programme.adcclient.SetSettingAll"
sw.programme.adcclient.SystemSettings"

3. Step by step process with SOTI MobiControl

3.1. Create ADC Project
Use CipherLab ADC to create a configuration project for the target device. Give it any name at your
convenience. Once all the desired settings are configured, save the project. By default, ADC stores the
projects in C:\CipherLab\ADC folder, but this can be changed in ADC preferences. Make note of where
you have setup your ADC to store the project.

3.2. Download Mobicontrol Package

Studio

Family: | All % (+) DOWNLOAD PACKAGE STUDIO
Within MobiControl, use the menu to navigate to
“Packages”. In the top, choose “Download Package PACKAGES (1-460f46) 50 v  PerPage 1of1
Studio”. This will download MobiControl package studio
PACKAGE NAME FAMILY

which is needed to create a package bundle.

E— = . . -

3.3. Create Mobicontrol Package
Run the Package Studio that was downloaded in the previous step. Create a new Package Project from
the “File” menu. Give the Project a descriptive name for your purpose, i.e. “CipherLab RK25 Settings”.
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For the package Information, select “Android” as the target platform. Other settings can remain as they
are. Comment and Vendor can be entered at your convenience.

Mew Package Wizard - Package Information >

Project Name: |CipherLab RK25 Settings

Project Location: |C:'-.Users'-.CipherLab_EU'-.Documents'-.Mob\ContmI Packages‘CipherLab RK25 Settings @
Processor: ALL >

Platform: Android i

05 versions from: |2 0 ~ | to |1D.D ~

Wersion String 10

Comment | |
Vendor: | |

< Back Next = Cancel Help
Click Next. In the next screen, select “Post-Install” script.
MNew Package Wizard - Add Scripts x

Select optional scripts to customize the installation process.

Scripts

[ Pre-nstall: C:\Users'CipherLab_EU*Documents . MobiCantrol Packages'CipherLab RK25|
Fost-Install: C:\Users\CipherLab_EUDocuments \MobiControl Packages'\CipherLab RK25| ]
D Pre-Uninstall: (¢ “\Users"\CipherLab_EL"Documents*MobiControl Packages*Cipherlab RK25|
[JPost-Uninstall: [C-4Users\CipherLab_EU'Documents \MobiControl Packages'CipherLab RI{25|

< Back Next = Cancel Help

Click Next. In the next screen, we will add the settings files from the ADC project. Select “Add” and then
“Add files”. An add files explorer window will pop-up. Navigate to the ADC project folder as indicated in
step 1. Navigate further into the ADC project you created in step 3.1. and select the files:

Autolnstallation.json
AutoRun.json
BarcodeReader.json
ButtonAssignment.json
CellularData.json
Description.json
FileTransfer.json
SystemSetting.json
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WiFi.json
WirelessManager.json

And then click “Next”. This will bring up the “destination on device” selection already prefilled with
“%sdcard%”. This stands for the internal storage of the Android device. Append “ADC\Settings\”:

2 File Attributes *

Please specify the destination folder on the device that the file(:) are to be copied to
and the rules for copying the file(s).

Caticel

Drestination
on Device

EsdoardZ\ADCAS ettings® - | Help

Copy Rule (@) Always copy the file to the device
(C) Replace the file on the device if it iz older or if the file does not exist on the device

(C) Copy the file to the device if it does not already exist

[] Do not uninstall the file

Automatically Fun Activity after Install

Click Next and again Add, Add files.
Now select the files:

ReaderSettings.json
Autolmport_ApplLock.json
TE_settings.json

And click “Next”. For destination, now append “ADC\File\”:

2 File Attributes *

Flease specify the destination folder on the device that the file[z] are to be copied to
and the rules for copying the file(s).

D estination
on Device

HadoardZhADCAFiley w |

Copy Aule (@) Always copy the file to the device
() Replace the file on the device if it iz older or if the file does not exist on the device

() Copy the file ta the device if it does nat already exist

[ Do nat uninstall the file

Automatically Bun Activity after Instal

As a result, the file list for the package will look like:
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Mew Package Wizard - Add Files or Folders

This page allows you to add software and/or data files to the package. The files that you add will be installed /copied onto the device
when the package is deployed. Click on the Add button to add files or folders.

Files

Source
CACipherLabWDC\RK25MLAUtoInstall:
CACipherLab\ADC\RE25MLUAUutoRun js
C\CipherLab\WDC\RK25MNL\BarcodeRe
CACipherLabWDC\RKZ5ML\ButtonAssi
CACipherLab\ADC\RK25MNLCellularDa
C\CipherLab\WDC\RK25MNL\Descriptior
C\CipherLab\WDC\RK25MNLFileTransfe
CACipherLabWDC\RK25MLSystemSet
C\CipherLab\WDC\RKZ5MLYWIFi json
C\CipherLab\ADC\RK25MNLWirelessi:
CACipherLabWDC\RK25MLAUtolmport,
CACipherLab\WDC\RK25ML\ReaderSet
C\CipherLabWDC\RK25NLITE_setting

Destination
sdcard¥\ADC\Settingst
%sdcard¥\ADC\Settings\
Yadeard¥ADCISettingst
sdcard¥\ADC\Settingst
%sdcard\ADCISettingst
Yadeard¥ADCISettingst
Ysdeard¥\ADC\Settingst
%sdcard¥\ADC\Settingsh
Ysdcard¥\ADC\Settingsh
Ysdeard¥\ADC\Settingst
Sesdcard¥\ADCFilet
Ysdcard%\ADCFilel
Yadeard¥\ADCIFilel

< Back Mext > Cancel Help

Now all necessary files are in the package, click “Next” to continue. In the next screen, leave settings as
they are and click “Finish”. A message appears stating the project was successfully created. Do not yet
build the package, but click on “Close”, as we must still edit the post-installation script.

In the project, double-click on “Post-install” under “Scripts”. This will open the post-install script editor.
Add the following lines to the script. Please note that these will be two lines in the script. The linebreaks
below should not be entered in the script!

sendintent -b
"intent:#Intent;action=sw.programme.adcclient.SetSettingAll;laun
chFlags=0x0000020;end"

sendintent -b
"intent:#Intent;action=sw.sw.programme.adcclient.SystemSettings;
launchFlags=0x0000020;end"

Modify the script header at your convenience. After editing the script, it should look like:
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2 Post-Install = |E

: Post-Install Script File
;s Date Created: donderdag 14 april 2020
; Send the intents to execute ADC settings on Cipherlab device

sendintent -b "intent:#Intent;action=sw.programme.adcclient.SetSettinglll;launchFlags=0x0000020;end"™
sendintent -b "intent:#Intent:action=sw.sh.programme.adcclient.5y5tem5ettings:laanchFlags=0x0000020:end"

3.4. Build MobiControl Package
Before the package can be imported into MobiControl, the package must be built. Within the package
builder with which the package was created in step 3.3., select “Project” and then “Build Package”. (Or
press F7 which will immediately build the package. Note that in the package builder “output window”
you can see the results. It will indicate where the built package is stored, like:

i OQutput Window

Compilation successful!

Adding file scripts\posti.cmd.

Adding file C:\CipherLab\ADC\RK2ZSNL\Description.json.

Adding file C:\CipherLab\ADC\RK25NL\SystemSetting.json.

Updating header....

Deleting build file ...

Package built successfully!

Package saved at: C:\Users\CipherLab EU\Documents\MobiControl Packages\RK2E5 System Settings\built\RK2E System Settings.pcg
Source File(s) = 2KB, Output Package File = 1KB, Compression Ratio = 35.95%

To deploy the package you have just built, you need to create a profile using the MobiControl web console.

You can now close package builder if you want.

3.5. Add Package to MobiControl B © s

In MobiControl, we should still be in “Packages” where we downloaded the
CHOOSE PLATFORM

Package Studio earlier. In the upper-right of the same screen, select “+ New

Package” and then “Android Plus” from the drop-down menu. B androidPles

4} Linux
This will bring up a window in which the new package can be selected. In this . Printer
window, click on “Browse File”, and then navigate to the PCG file that was Ay Windows Desktop Classic
created in step 3.4. £z Windows Mobile/C2

== Windows Modern

Then upload the package to MobiControl by clicking “Upload”.
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Select the Android Plus package file (.pcg) that you created using Package
Studio and would like to deploy to devices.

@

RKa5 Settings.pcg is ready to be uploaded.

Browse File

UPLOAD

Once completed the newly uploaded package will be listed in the packages list, and can be used to be
deployed with a Profile.

3.6. Create MobiControl Profile
A profile must be created in order to apply policies and packages to device(s) or groups of devices. From
the main menu in MobiControl, select “Profiles”, and then in the top-right: “+ New Profile”, “Android
Plus”. This will bring up the “Add Profile” pop-up screen. Give the profile a name and description at your
convenience. At “Type” select “Android Plus”.

@ MabiCentrol - Google Chrome

& s095420.mobicontrolcloud.com/MobiControl/Legacy/WebConsole/Home#/profile/c

(75 Add profile

General Configurations Packages

MName: CipherLab RK25 Settings

Description: ADC Settings for the Cipherlab RK235 hand held computer,
o -

Type: %* Android Plus

Create configurations for Android devices supported by Android Plus.

Navigate to the “Packages” tab. Click on “+ Add”. This will bring up the repository of all packages that
have been uploaded in your MobiControl environment. Select the package name that you created
before and have uploaded in step 3.5. and click on “Add”. As a result, your package will show in the
packages screen of your profile.
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MaobiContrel - Google Chrome = O *
8 s5095420.mobicontrolcloud.com/MabiControl/Legacy/WebConsole/Home#/profile/create/AndroidFPlus
| b4 |
(1% Add Pprofile
General Configurations Packages
Lat Add Acbon -
Order Package Name Version Requires Size
i RK35 Settings 1.0 1.85 KB
Save and Assign Save Cancel Help

Now click on “Save and Assign”. The following steps will depend on how you have organized your
devices in MobiControl. Select the devices or device groups to which you want to deploy the settings
you have created. A good way of working could be to select your device group and apply Filter Criteria,
such as “Model = “RK25”, in case you had created settings for a CipherLab RK25 device.

3.7. Assign MobiControl Profile
When the correct selection criteria have been established, click on the “Assign” button. The profile and
its contents (the package with the ADC Settings” will now be deployed to the devices selected by the
criteria. A screen showing the execution status will now appear. On the device you should see the
settings changes being effectuated.
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@ MaobiCentrel - Google Chrame — O

et

& s095420.mobicontrolcloud.com/MobiControl/Legacy/WebConsole/Home#/profile/6c30f9bb-ede1-4f0a-8b79-6d...

|
@ Assign "RK25 Settings Profile”

Devices | Device Groups Filter Criteria User Group Targets Options

Filter will satisfy | Any | ¥ | of the following criteria:

Mame Description | Add
Model = "RK25" Edit
Delete
| Assign I Cancel
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Iﬁl RK25 Settings Profile | Version:

PROFILE DETAILS

© s.0 v ®

CONFIGURATIONS PACKAGES

EXECUTION STATUS

1 Devices Assigned

® 1 Installed
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